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1. Document Information

1.1. Abstract

Libre MAVID-3M is low cost, low power module targeted primarily for [oT applications. In-

built Voice front end and Alexa Voice Service integrated platform extends its capacity to

design Voice Al solutions. This document explains how to set up the software development

environment for the hardware based on MAVID-3M EVK.

1.2. Document Convention

Icon Meaning Description
. Note Provides information good to know
#
Caution Indicates situation that might result

in loss of data or hardware damage
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2. Get Started

This chapter provides the complete installation procedures followed to set up the

MAVID-3M EVK and develop custom applications.

2.1. Install Pre-requisites

This section provides detailed guideline on how to set up the SDK build environment
with default GCC on Linux OS and on Microsoft Windows using MinGW cross-

compilation tool.

The default GCC compiler provided in the SDK is based on the 32-bit architecture,

Windows/Linux with 64-bit or 32-bit operating system is acceptable.
To Download the MAVID-3M_SDK follow section2.2.

To Install the build environment, follow section 2.3.

2.2. Get MAVID-3M SDK

To build applications for the MAVID-3M_EVK, Libre provides software libraries as part

of software development package.

The SDK package consists of source code for custom application development,

supporting tools, documents and mobile application for device configuration.

The MAVID-3M_SDK can be obtained from the Libre GitHub. The MAVID-3M_SDK
repository is private and can only be accessed by authorized users. To get access to
MAVID-3M_SDK repository, generate the SSH keys and share the public key to

SDKsupport@librewireless.com. For more information on SSH Key generation refer to

SSH Key Generation Guide.

Once the access is permitted, the SDK can be cloned from the GitHub using the following

command:

git clone git@github.com:LibreWireless/MAVID-3_SDK.git

Libre Wireless Technologies Getting Started Guide: Ver. 1.5 Page 8 of 81
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2.3. Setup the Tools

2.3.1. Installing the SDK Build Environment on Linux

Default GCC compiler provided in the SDK is required to setup the build environment on

Linux OS.

Before building the project, verify that the required toolchain is installed for the build

environment, as shown in the table:

Item Description
0S Linux OS
Make GNU make 3.81
Compiler Linaro GCC Toolchain for ARM Embedded Processors 4.8.4

The following command downloads and installs the basic building tools in Ubuntu:

sudo apt-get install build-essential

A compilation error occurs when building the IoT SDK with the default GCC cross
compiler on a 64-bit system without installing the package to support the 32-bit
executable binary, as shown below:

/bin/sh: 4: tools/gcc/gcc-arm-none-eabi/bin/arm-none-eabi-gcc: not found

The commands to install the basic build tools and the package for supporting 32-bit binary

executable in the Ubuntu are shown below:
sudo dpkg --add-architecture i386

sudo apt-get update

sudo apt-get install libc6-i386

The default installation path of the GCC compiler is <sdk_root>/tools/gcc, and the compiler

settings are in the <sdk_root>/.config configuration file.
Setup the BINPATH in the .config file as given below:

BINPATH = $(SOURCE_DIR)/tools/gcc/gcc-arm-none-eabi/bin

Libre Wireless Technologies Getting Started Guide: Ver. 1.5 Page 9 of 81
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Installing the SDK Build Environment on Microsoft

To build the project on Windows OS, install MinGW cross-compiler and integrate ARM GCC

toolchain for Windows with the MAVID-3_SDK.

Preparing the cross-compiler tool:

1. Download mingw-get-setup.exe from here.

2. Launch the installer, and click Install:

r
MinGW Installation Manager Setup Tool

s

b P g e

“oltum@ O Yy

View Licence

mingw-get version 0.6.2-beta-20131004-1

Written by Keith Marshall
Copyright @ 2009-2013, MinGW.org Project
http://mingw.org

e, .ace), when yo g wisn . au
upgrade your MinGW software insuanation.

SV

cobadSidh.

[ Install Cancel

)| [

Figure 2.3.2-1: MinGW Installation Manager Setup Tool
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3. Follow the on-screen instructions and keep the default settings, then click Continue

to download the tool to C:\MinGW installation directory.

MinGW Installation Manager Setup Tool

mingw-get version 0.6.2-beta-20131004-1

@

StT 1: Specify Installation Preferences

Installation Directory
C:\MinGW

If you elect to change this, you are advised to avoid any choice of directory which
includes white space within the absolute representation of its path name.

User Interface Options

Both command line and graphical options are available. The command line interface
is always supported; the alternative only if you choose the following option to ...
... also install support for the graphical user interface.

Program shortcuts for launching the graphical user interface should be installed ...
@ ... just for me (the current user), or ... ... for all users * ...

... in the start menu, and/or ... ... on the desktop.

* selection of this option requires administrative privilege.

[ View Licence ‘ I Continue ] I Cancel I

Figure 2.3.2-2: Keep default installation preferences

4. Click Continue on the MinGW Installation Manager Setup Tool after the download is

complete:

r ~

MinGW Installation Manager Setup Tool

mingw-get version 0.6.2-beta-20131004-1

b

Step 2: Download and Set Up MinGW Installation Manager
Download Progress
Catalogue update completed; please check 'Details' pane for errors.

| Processed 112 of | 112 items : 100 %

I-11C.Tar.xz = B
mingw-get: ==* INFO *** setup: installation database updated —

-

[ View Licence I I Continue ] [ Quit ]

Figure 2.3.2-3: Download and set up MinGW Installation Manager

Libre Wireless Technologies Getting Started Guide: Ver. 1.5 Page 11 of 81
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5. Select msys-base and mingw32-base from Basic Setup package list, and right click to

bring up the menu options. Click Mark for Installation from the menu:

r
3 MinGW Installation Manager

Installation _Package Settings
Basic Setup Package Class Installed Version Repository Version Description
All Packages . P —
D mingw-developer-tool... bin 2013072300 An MSYS Installation for MinG
| lbin | | 2013072200 A Basic MinGW Installa
L Unmark 5.3.0-2 The GNU Ada Compiler
C Mark for Installation 5.3.0-2 The GNU FORTRAN Compiler
L 5.3.0-2 The GNU C++ Compiler
M Mark for Reinstallation ) Tha M Ohiactira.~ Comnil
L4 Mark for Upgrade M
j Mark for Removal Installed Files | Versions
A Basic MinGW Installation
This meta package provides a basic GCC installation, and includes the C compiler, linker and other binary tc
and windows API support, mingw32-make, and a debugger. Other components can be added manually as ne=

Figure 2.3.2-4: Basic setup on MinGW Installation Manager
6. Click Apply Changes from the Installation menu:

-
T MinGW Installation Manager
Installation | Package Settings
Update Catalogue Package Class
Mark All Upgrades [ mingw-developer-toal... bin
Apply Changes mingw32-base bin
[ mingw32-gcc-ada bin
Quit Alt+F4 [] mingw32-gce-fortran bin
D mingw32-gcc-g++ bin
[J mingw32-gcc-objc bin
msys-base bin

Figure 2.3.2-5: A basic MinGW installation
7. Click Apply on the pop-up dialog window:

Schedule of Pending Actions B —

Okay to proceed?

The package changes itemised below will =
be implemented when you choose "Apply" [ Apply ] [ Beec l [ Biscaed l

0 installed packages will be removed

\M&.* e
T W s N A
52 new/upgraded packages will be installed -
libpthreadgc-2.10-mingw32-pre-20160821-1-d11-3.tar.xz
Tibgmp-5.1.2-1-mingw32-d11-10.tar
Tibmpfr-3.1.2-2-mingw32-d11-4. tar
1ibint1-0.18.3.2-2-mingw32-d11-8.tar.xz
mingwrt-3.22.4-mingw32-d11.tar.xz
w32api-3.18.2-mingw32-dev.tar.xz -

| »

Figure 2.3.2-6: Schedule of pending actions
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8. Click Close to close the dialog window once the operation is complete:

-
Applying Scheduled Changes

All changes were applied successfully; you may now close this dialogue.

["] Close dialogue automatically, when activity is complete.

Details

install: dos2unix-7.3.2-1-msys-1.0.18-bin.tar.l1zma -
installing dos2unix-7.3.2-1-msys-1.0.18-bin.tar.1zma
install: coreutils-5.97-3-msys-1.0.13-bin.tar.lzma

nstalling coreu - Q7 -3 < b n._tar ma

Figure 2.3.2-7: Applying scheduled changes

9. Navigate to C:/MinGW/msys/1.0 folder and launch the MinGW terminal by running

msys.bat to create home/<user_name> folder.

10. Copy the SDK to MinGW home/<user_name> folder, as shown:

4 | M-3M_dev o . config | driver
» Ju config | kernel , middleware
» | driver | out , prebuilt
» 0 kernel | project | tools
> . middleware || «config || .rule.mk
| out [Z] build.sh | readme.txt
> L. prebuilt
, project
» || tools

Figure 2.3.2-8: SDK folder structure

Libre Wireless Technologies Getting Started Guide: Ver. 1.5 Page 13 of 81
LIBRE CONFIDENTIAL



LIBRE:

MAVID-3M SDK - Getting Started Guide

11. Download ARM-GCC-win32 from here.

a) Create a new folder named win under <sdk_root>/tools/gcc/.

b) Unzip the content of gcc-arm-none-eabi-4_8-2014q3-20140805-win32.zip to

<sdk_root>/tools/gcc/win/ folder.

c) Rename the unzipped gcc-arm-none-eabi-4_8-2014q3-20140805-win32 folder to

gcc-arm-none-eabi, as shown in figure:

[ESREERT)

. ble_smart_connection
. config

debugger
. elian

. gcc

m

gcc-arm-none-eabi
win
gcc-arm-none-eabi

| iar

4 items

arm-none-eabi
bin
. lib

share

| 1

@Qv, « win b gcc-. b v I +3 [ ’ Search gcc-arm-non... 0O ‘
File Edit View Tools Help
Organize v Includein library v > = 1 @
tools o~ Name ’

Libre Wireless Technologies

Figure 2.3.2-9: tools/gcc folder structure
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2.3.3. Troubleshooting
Note the following caveats when building the project with MinGW on Windows OS.

e The folder name and file name in the IoT SDK should not contain *’, ‘[ or ‘|’

characters.

e The project name should be less than 30 characters. Otherwise, a build error similar

to the one shown below may occur due to the long path.

arm-none-eabi-gcc.exe: error:
o))/ ). Jout/mt2523_hdk/i2c_communication_with_EEPROM_dma/obj/project/mt2523_
hdk/hal_examples/i2c_communication_with_EEPROM_dma/src/system_mt2523.0: No

such file or directory

e The makefile in your project should not use any platform dependent commands or

files, such as stat or /proc/cpuinfo.

e MinGW installation directory should be C:\MinGW. Otherwise, build errors may

occur if MinGW installation path is very deep.

e To build an httpd project, export MinGW /bin path for gcc command, then install
msys-vim package for xxd command by launching the MinGW Installation Manager

(mingw-get-setup.exe) and choosing the reinstall, as shown in figure below:

export PATH=$PATH:/c/MinGW /bin:

% MinGW Installation Manager

Installation _Package Settings
Basic Setup Package Class Installed Version Repository Version Description
All Packages . .
[0 mingw-developer-tool... bin 2013072300 An MSYS Installation for Min
] minaw32-base bin | |2013072200 A Basic MinGW Insta
C Unmark 5.3.0-2 The GNU Ada Compiler
|: Mark for Installation 5.3.0-2 The GNU FORTRAN C.cmm e
[ 5.3.0-2 The GNU C++ Compiler
m viark for Renstallation = 2n.n Tho ML Ahiactive M Camnile
| Mark for Upgrade o
: Mark for Removal ] Installed Files | versions |
A Basic MinGW Installation
This meta package provides a basic GCC installation, and includes the C compiler, linker and other binary
and windows API support, mingw32-make, and a debugger. Other components can be added manually as ne

Figure 2.3.3-1: MinGW Installation Manager

Libre Wireless Technologies Getting Started Guide: Ver. 1.5 Page 15 of 81
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e By default, the parallel build feature is enabled in build.sh to speed up the
compilation. Disable the parallel build feature, if any unreasonable build error or

system exception occurs.

o To disable the parallel build feature for all modules, change the value “-j” of

EXTRA_VAR to "-j1" in build.sh, as shown below:
platform=$(uname)

if [[ "$platform" =~ "MINGW"]]; then

export EXTRA_VAR=-j1

else

export EXTRA_VAR=-j cat /proc/cpuinfo |grep “processor|wc -I
fi...

o Ifbuild errors are due to a particular module’s parallel build, set the value
<module>_EXTRA as "-j1" in .rule.mk to disable the parallel build for that

particular module, as shown below:
OS_VERSION:= $(shell uname)

ifneq ($(filter MINGW%,$(OS_VERSION)),)
$(DRV_CHIP_PATH)_EXTRA :=-j1
$(MID_MBEDTLS_PATH)_EXTRA :=-j1
$(<module>)_EXTRA := -j1

endif...

Libre Wireless Technologies Getting Started Guide: Ver. 1.5 Page 16 of 81
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2.4. Setting up Serial Connection
Define device manager rules using Udev rules.

The mtk-usb.rules file can be found on <sdk_root>/Flash_tool_files directory, copy that file

and paste it to /etc/udev/rules.d/ directory.
cp -f mtk-usb.rules /etc/udev/rules.d/mtk-usb.rules

Sign back in or reboot the computer to enable the Udev rules.

Trouble shooting:
# In case the device is not detected please try the following.
- Configure the serial port permissions for a given user.
Is -1 /dev/ttyUSBx
/dev/ttyUSBX, owner: root, group: dialout
- Add the account <example_user> to the group.

sudo usermod -a -G dialout <example_user>

2.5. Building Project with MAVID-3M SDK

Build the project using the script at <sdk_root>/build.sh. To find out more about the usage

of the script, navigate to the SDK’s root directory and execute the following command:
cd <sdk_root>

./build.sh

Build Project

Usage: ./build.sh <board> <project_name> <argument>

Example:

./build.sh aw7698_evk <project_name>

./build.sh clean (clean folder: out)

./build.sh aw7698_evk clean (clean folder: out/aw7698_evk)

./build.sh aw7698_evk <project_name> clean (clean folder: out/aw7698_evk / <pro-
ject_name>)
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Argument:
-f=<feature makefile> or --feature=<feature makefile>

Replace feature.mk with another makefile. For example,

the feature_example.mk is under project folder, -f=feature_example.mk
will replace feature.mk with feature_example.mk.

-o=<make option> or --option=<make option>

Assign additional make options. For example,

to compile module sequentially, use -0=-j1;

to turn on specific feature in feature makefile, use -o=<feature_name>=y;
to assign more than one options, use -o=<option_1> -o=<option_2>.

2.5.1. Listall Available Boards and Projects

Run the command to show all available boards and projects:

./build.sh list

Output:
2s$ . /build.sh list
Available cM4 Build Projects:

Example: Using feature.mk as default for every project.

./build.sh mt7687_hdk iot_sdk_demo

e

aws_Shadow

adc

uart

avs_aws_iot_led App

gpio

wifi_STA_App

hello_world

aws_Shadow_App

aws_Publish_Subscribe_App

aws_Publish_Subscribe

led blink

spi

aws_Subscribe_led App

aws_Subscribe_led

wifi_STA

sample_project

i2c
joy@joy-Latitude-3410:~/Jay_Project/MyWor
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2.5.2. Build the Project
To build a specific project, run the following command:
./build.sh aw7698_evk <project_name>
./build.sh aw7698_evk hello_world -f=feature.mk (for customized feature file)
The output files will be placed under <sdk_root>/out/<board>/<project>/
For example, to build a project hello_world, run the following build command:
./build.sh aw7698_evk hello_world

./build.sh aw7698_evk hello_world -f=feature.mk (for customize feature file)

The output files will be placed under <sdk_root>/out/aw7698_evk/ hello_world /

Output:

joy@joy-Latitude-3410: y_Projec yWork: amples$ ./build.sh aw7698_evk hello_world

UE BUILD BOARD: aw7698 3
UE BUILD PROJECT: hello_world
platform=Linux
FEATURE = feature.mk
make: Entering directory '/home/joy/Jay_Project/MyWorkspace/Ne /Examples/project/aw7698_evk/apps/hello_world/GCC
i by build.sh, skip cleanlog

verno.o

verno.o P

s aofloofa /../libraries/LibresbK.a ../../../..[..[/libraries/libbc_smtcn_protected.a ../../../../../libraries/libhal_core_CM4_GCC.a
eofeifeofo f. . [libraries/libhal_protected_CM4_GCC.a ..[/../..[..[../libraries/libminicli.a ../../../../..[libraries/libwifi.a ../../../../..[lib
raries/libwifi_aw7698_ram.a ../..[../..[/../libraries/libble.a ../../../../..[libraries/libbtdriver_7698.a ../../../..[../libraries/libmp3dec.a
cofeofoof . f..[libraries/libheaac_decoder.a ../../../..[..[/libraries/libflash_manager_CM4_GCC.a
Done

text data bss dec hex filename
878524 3980 2727456 3609960 371568 [home/joy/Jay Project/MyWorkspace/New_SDK/Examples/out/aw7698_evk/hello_world/hello_world.elf
Generate Assembly from elf:
copy_firmware.sh....
BOARD=aw7698_evk
cp /home/joy/Jay_Project/MyWorkspace/New_SDK/Examples/project/aw7698_ evk/apps/hello_world/GCC/aw7698_hdk.cmm to /home/joy/Jay Project/MyWorkspa
ce/New_SDK/Examples/out/aw7698_evk/hello_world/
ctory '/home/joy/Jay_Project/MyWorkspace/N SDK/Examples/project/aw7698_ evk/apps/hello_world/GCC'

TOTAL BUILD: SS
joy@joy-Latitude-3410:
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2.5.3. Cleaning the Project
Usage: 1. ./build.sh <board> <project> clean
2../build.sh <board> <project> [clean | -f=feature.mK]
Example:
./build.sh aw7698_evk hello_world clean
./build.sh aw7698_evk hello_world clean -f=feature.mk

For more details on feature file follow section 2.5.4.

2.5.4. Feature File

Find the feature.mk file from

<sdk_root>/project/aw7698_evk/apps/<Example_name>/GCC/

Make changes in feature.mk file according to requirements. Also, create multiple feature

files and provide the name as a feature_<name>.mk, after creating feature file follow the

procedure to build it as shown in section 2.5.
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Example feature.mk file:

ONF
BOARD CONFIG

MTK DEBUG LEVEL

< SUPPORT HEAP DEBUG
HEAP SIZE GUARD ENABLE
> CPU UTILIZATION ENABLE

< SWLA ENABLE

NVDM ENABLE

< WIFI ENABLE
WIFI TGN VERIFY ENABLE
< WIFI WPS ENABLE
< WIFI DIRECT ENABLE
< WIFI REPEATER ENABLE
< WIFI PROFILE ENABLE
SMTCN V5 ENABLE
14 WIFI TASK ENABLE
IFI ROM ENABLE
< WIFI CLI ENABLE

< BWCS ENABLE

BT ENABLE
BLE ONLY ENABLE

2.6. Flashing the Firmware
Tool used for updating the firmware: CODA flash tool

CODA package is provided in <sdk_root>/Flash_tool_files directory.
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2.6.1. Connect your Device

Now connect MAVID-3M_EVK board to the computer and check under what serial port the

board is visible as shown below:

Ground

UART RX

UART TX

Figure 2.6.1-1: MAVID-3M EVK Setup

Serial ports have the following patterns in their names:
¢ Linux/Windows: Starting with /dev/tty*

Apply the command ‘Is /dev/tty* and find the port as a ttyUSBx.

Keep the port name ready as it is required in the next steps.
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2.6.2. Load the Firmware using Linux

CODA package for Linux contains below displayed files:

Recent
10
Home :g:o
Desktop coda.sh DownloadLib. flash_ libDownloadL MTK_ mtk-usb.rules
log download.cfg ib.so AllinOne_DA.
Documents bin

Downloads
Music
Pictures

Videos

(O]
©
]
D
43
[0}
.
©

Trash

+

Other Locations

Figure 2.6.2-1: IoT_Falsh_Tool linux

Follow the below steps to flash the firmware:
a) H/W connection

1. Power Cable

2. TTL cable to the device for logs and flash
b) Find the CODA package files at given path:
<sdk_root>/Flash_tool_files/

1. coda

2. coda.sh

3. DownloadLib.log

4. libDownloadLib.so

5. MTK_AllInOne_DA.bin

These files will be copied at <sdk_root>/out/<board>/<project>/ directory during build
time as the make file contains copy command. If not copied during build, copy the given
files from <sdk_root>/Flash_tool_files/ directory to <sdk_root>/out/<board>/<project>/
directory.
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c) Open the command prompt and switch to <sdk_root>/out/<board>/<project>/

Run the below command:

$./coda.sh flash_download.cfg --UART /dev/ttyUSBx -f -d

 Find appropriate USB port with command $ Is/dev/tty*

» -f option will erase the contents of flash and saved ENV. Do not use it unless

required.

d) Reset the device. It will start progressing.

Normal Operation

During flashing, the below output log will be displayed:

joy@joy-Latitude-3410:~
/ttyusBe -f -d

/home /joy /Jay_Project/MyWorkspace/Libre_MAVID3M_SDK/Examples/out/aw7698_evk/Hello_World/coda
/home/joy/Jay_Project/MyWorkspace/Libre_MAVID3M_SDK/Examples/out/aw7698_evk/Hello_Werld/coda

Download DA now...
<PROGRESS> 100% (36840/36840)

Format NOR flash...address: 0x8000008, length: 0x400080
<PROGRESS> 11%

yrld$ ./coda.sh flash_download.cfg --UART /dev

If there are no issues by the end of the flash process, the board will reboot and start up the

“hello_world” application:

joy@joy-Latitude-3410:-

/ttyusBe -f -d
/home/joy/Jay_Project/MyWorkspace/Libre_MAVID3M_SDK/Examples/out/aw7698_evk/Hello_World/coda
/home/joy/Jay_Project/MyWorkspace/Libre_MAVID3M_SDK/Examples/out/aw7698_evk/Hello_World/coda

Download DA now...
<PROGRESS> 100% (36840/36840)

Format NOR flash...address: 06x8000000, length: 0x400000
<PROGRESS> 100%

Download Flash...
<PROGRESS> 10% (24576/233604) - ROMO: 75% (24576/32768)

Libre Wireless Technologies Getting Started Guide: Ver. 1.5
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Load the Firmware using Windows

Coda package is part of MAVID-3M_SDK release SDK and can be found under

<sdk_root>\tools\FOTA_Packaging_Tool\win\

To install the 10T Flash Tool, copy the package folder to the Windows computer. No further

steps are required.

CODA package for windows will contain below given files:

Name Date modified

imageformats
MS_USB_ComPort_Driver
platforms
UART_Port_Driver
[ coda
| DownloadLib.dll
ki FlashTool
| GNSS_DL.dlI
| msvep100.dil
| msver100.dil
| MTK_AllinOne_DA.bin
| MTK_AllinOne_DA_GNSS_MP.BIN
| Qt5Core.dIl
)| Qt5Gui.dll
:| QtSWidgets.dll

| ReleaseNote

Figure 2.6.3-1: IoT_Flash_Tool contain for windows

Using the IoT Flash Tool

The IoT Flash Tool is used to download, format and readback images on the flash memory

of the target device.
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Run FlashTool.exe from IoT Flash Tool package. (refer Installing [oT Flash Tool)

The main GUI of the tool is shown in the below figure. Each item on the main GUI will be

described in detail in the following sections.

r 2
(R f C —— e Lo (O e
) ‘ coMport| [usa +] | [C] Enable Download without Battery
-
Download | Config File | Open Start
@ Download Information
Fomat [ MName Begin Address End Address Address Type File Path
rma
™
e
ReadBack
QTP
i
éhip
Information
0% |
About
0KB/S | 0Bytes \ 00:00:00 |

Figure 2.6.3-2: 10T Flash Tool’s main GUI

2.6.3.3. Downloading the Firmware

Follow the steps to download the firmware to the target device over UART interface.

Step 1. Plugin the UART cable.

Step 2. Click Download on the left panel of the main GUI

Step 3. Select UART port from the COM Port drop down menu.

Libre Wireless Technologies
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Step 4. Click Open to provide the configuration file.

<sdk_root>\out\<board>\<project>\flash_download.cfg. Download Information will

be displayed, including Name, Begin Address, End Address, Address Type and File

Path of the firmware binary, as shown in the figure below:

J Aircha IoT Flash T

-] | UART Baudrate : 921500

e

Start

End Address
008009 d04
0:081e3b00
0:083ef000

0:083Ff018

@ ‘ comport  [comios
Download Config File |C:ﬂJsers,’abhu|ﬂ1fDeskmp,|’aws_mtjﬂash_download‘cfg
Download Information
Mame Begin Address
Format
@ Bootloader 008002000
ROM 0x08012000
ReadBack
MNVKEY 0x083ee000
PWR 0x083FF000
oTP
Show UID
Lu;in;
alla

Address Type File Path

physical C:/Users/abhijith/Desktop/aws_iot/awT698_bootloader.bin

physical C:/Users/abhijith/Desktop/aws_iot/liot.bin

physical C:/Users/abhijith/Desktop/aws_iot/4K_Buck.bin

physical C:/Users/abhijith/Desktop/aws_iot/mt768x_default_PerRate_TxPwr.bin

Figure 2.6.3-3: Download the firmware to a target device using UART connection

Step 5.
Step 6.

will start automatically.

Click Start to start downloading.

Power on the device or press reset button on the device and then the process

\ad Airoha loT Flash Tool

(T) | compor [EOHA

Config Fie [Anjal.V/Downloads HGIBSV 1041 HGIBS De

Open

@ Download Information

4

glgls S| g| s

Donrioad Fissh... 2% ]

61440/2202604 bytes

com4 00:00:02

Chip
Infor
about [ 42.1KBps
122 1366 x 768px & Size: 117.5KB

Figure 2.6.3-4: Firmware Flashing Screen
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Step 7. After successful MAVID-3M EVK program, the following image message will

be displayed:

\ad Airoha loT Flash Tool - a X
@ COMPort  |COMA ?
Download Config File (‘An;ahx.‘ [Downloads/HGIBSV 1041_HGIBS_Dev_EN_IN__18 _03_2021_12_50_25/flash_dow n\aad‘-:.‘g] Open Stop
! @ Download Information
. Name Begin Address End Address Address Type File Path b
Format L
@ Bootloader_he... 0x08000000 0x08001000 physical C:/Users/Anjali.V/Downloads/HGIBSV1041_k
cmd_header 0x08r~* "~ TRESAODOR Z g C:/Users/Anjali.V/Downloads/HGIBSV1041_H
3| ReadBack
) BootlLoader 0x08t C:/Users/Anjali.V/Downloads/HGIBSV1041_|
ROM Ox08t C:/Users/Anjali.V/Downloads/HGIBSV1041_k
I oTP
4 Yl NVKEY 0x08. C:/Users/Anjali.V/Downloads/HGIBSV1041_K i
i PWR 0x08 C:/Users/Anjali.V/Downloads/HGIBSV1041_k
Show UID
Logging
O Success
b e Click any button to close the window
Settings
DA
Downioad
Agent
o
R
"nn
Chip
Infor
( 45.2 2207744/2207744 bytes COM4 00:00:48 )
e | KBps [ / y [ ] J

Figure 2.6.3-5: Firmware Flash Success

Step 8. If the program must be erased click on the Format tab on left, select the

correct COM port, click on Start and reboot the board.

Note:

&

The status bar is in green color.
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The following image displays Erasing flash/program:

[ Pictiire
e Airoha loT Flash Teol

@ COMPort  |COMA v D

Download Config File ['An]ah.'v',-‘Dn-.\-n\oads,-HGIBS'v' 1041 HGIBS Dev EN_IN_ 18 03 202 1712750725,-'ﬁashfdorcnload.cfg] Open Stop
@ Format Information
Module Select: |[Main
Format
: Total Format
FlashTool automatically formats the total flash area
ReadBack
Manual Format
oTP

Specify the begin address and length of the format area

ij L) Logical Physical
Show UID Begin Address : | 0x00000000

Length : 0x00000400

Logging

o

Settings

DA

Download
Agent

[ Format NOR flash... ADDR[0x08000000], LEN[0x00400000] 14% ]

246.4KBps [ 36840/36840 bytes } coms [ 00:00:05 )

o | {

Figure 2.6.3-6: Erasing Flash
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2.7. Monitor

To check if project is indeed running, open the terminal like gtkTerm and set the

credentials.
1. Install any serial terminal.
Example: Teraterm, putty, gtkterm, etc.

2. UART connector is pre-wired as shown in below diagram. Connect the serial cable to

the device as shown below:

Hardware connection for UART cable is displayed below:

Ground

UART RX

UART TX

000000 |
000000 |

Figure 2.7-1: MAVID-3M EVK Setup

3. Open the serial terminal and configure the serial port as shown:

Baud Rate 115200
Data 8 bits
Parity None
Stop Bits 1 bit
Flow Control None
Enable LF on the serial receive
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¥ Tera Term - [discon
rI Tera Term: Senal port setup

= | B &

= |

Eile Edit Setup C

Port: |COM3 |
Speed:

Data: '8 bit | Cancel ‘

Parity: |nnne

Stap bits: 1 bit | Help

Flow control: |nnne

Transmit delay

0 msecichar msecfline

Figure 2.7-2: Serial port configuration

4. Reset the device.

Command Line Interpreter (CLI)

The CLI provides various useful debugging and system status commands.

Enter “?” to view the available commands and explore the options under each section.

enter test mode

ip config

ip mode~saddr control

show statistics
Pingf(dumain_name/addr) <count?> <pkt_len>
iper

user confilg read-write-sresetshou
wifi api

smart connection

log control

reboot

fru ver

fw function

Figure 2.7-3: CLI command screen

Updating MAVID-3M_SDK

User should update MAVID-3M_SDK from time to time, as newer versions fix bugs and

provide new features. The simplest way to do the update is to delete the existing MAVID-

3M_SDK folder and follow the initial installation already described in section 2.2.
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3.Sample Projects

3.1. Peripheral Interface
This project demonstrates the example projects of Peripherals of MAVID-3M_EVK.
MAVID-3M_EVK board contains following user-friendly Peripheral interfaces:

e 1x UART (currently used for debugging)

e 2x SPI (QSPI for Flash, SPI for Voice Front End)

o 1xI2C

e Supports up to 16 GPIOs

e 1x12S Serial audio interface

e 1xRGBLED

For more details refer MAVID-3M Data Sheet document.

3.1.1. GPIO Example

This project demonstrates complete procedure to interface externals with GPIOs of MAVID-
3M_EVK. User can interface the external LEDs with 100ohm resistor or according to LED
voltage capacity and perform the task. User can also monitor in digital oscilloscope or in

multimeter.

Some external pins are available to perform GPIO operations as listed below:
Use these GPIOs to perform the operations:

GPIO_5 ===>12C_SCL

GPIO_6 ===>12C_SDA

GPIO_14 ===> SPI MISO
GPIO_15 ===> SPI_ MOSI

GPIO_16 ===>SPI_CLK
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GPIO_17 ===>SPI_CS
Find the GPIO example project at "<sdk_root>/project/aw7698_evk/apps/gpio".
Follow the given steps to customize the project:

Step 1. The program main can be found at
"<sdk_root>/project/aw7698_evk/apps/gpio/src/main.c".

Step 2. Call system_init function for clock configuration and required peripherals
initialization.

Step 3. Create the tasks to perform the example project.

Step 4. Configure the structures/unions to set the parameters.

Step 5. Call the respective Peripheral HAL_init for peripheral configuration and
initialization with structures/unions or enum values found in hal_gpio.h file.

Step 6. Call the respective GPIO Peripheral API functions to perform the task, which
is found in hal_gpio.h file.

Step 7. Call the respective HAL_deinit Peripheral functions for deinitialization found
in hal_gpio.h file.

Step 8. Schedule the scheduler to start the tasks.

.....

Set without_app =1 in main.c.

# Initialize CLI task to enable user input CLI command from UART port.

Step 9. Follow the procedure to build the project as given in section 2.5.
Step 10. Follow the procedure to flash the code on board as given in section 2.6.

Step 11. Follow the procedure to debug and monitor as given in section 2.7.
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3.1.2. UART Example
This project demonstrates complete procedure for UART communication of 7698 EVK.

A Universal Asynchronous Receiver/Transmitter (UART) is a hardware feature that
handles communication (i.e., timing requirements and data framing) using widely adapted
asynchronous serial communication interfaces. A UART provides widely adopted method

to realize full-duplex or half-duplex data exchange among different devices.

UART controller is independently configurable with parameters such as baud rate, data bit
length, bit ordering, number of stop bits, parity bit, etc. All the controllers are compatible
with UART-enabled devices from various manufactures, use that devices to perform UART

communication.
Find the UART example project from "<sdk_root>/project/aw7698_evk/apps/uart".

Use hal_uart_config_t structure to configure UART parameters like baud rate, parity bits,

stop bits and word length.

hal_uart_config_t uart_config;

uart_config.baudrate = HAL_UART_BAUDRATE_115200;
uart_config.parity = HAL_UART_PARITY_NONE;
uart_config.stop_bit = HAL_UART_STOP_BIT_1;
uart_config.word_length = HAL_UART_WORD_LENGTH_S;

Use Preconfigured UART port HAL_UART_O for UART communication. This port is also

connected for CLI.
Follow the given steps to customize the project:

Step 1. The program main can be found at
"<sdk_root>/project/aw7698_evk/apps/uart/src/main.c".

Step 2. Call system_init function for clock configuration and required peripherals
initialization.

Step 3. Create the tasks to perform the example project.
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Step 4. Configure the structures/unions to set the parameters.

Step 5. Call the respective Peripheral HAL_init for peripheral configuration and
initialization with structures/unions or enum values found in hal_uart.h file.

Step 6. Call the respective UART Peripheral API functions to perform the task found
in hal_uart.h file.

Step 7. Call the respective HAL_deinit Peripheral functions for deinitialization found
in hal_uart.h file.

Step 8. Schedule the scheduler to start the tasks.

.....

Note: Set without_app = 1 in main.c.

Step 9. Follow the procedure to build the project as given in section 2.5.
Step 10. Follow the procedure to flash the code on board as given in section 2.6.

Step 11. Follow the procedure to debug and monitor as given in section 2.7.

3.1.3. SPI Example
This project demonstrates complete procedure to interface externals with SPI of 7698 EVK.

SPI is a synchronous, full duplex master-slave-based interface. The data from the master or
the slave is synchronized on the rising or falling clock edge. Both master and slave can
transmit data at the same time. The SPI interface can be either 3-wire or 4-wire. This

section focuses on the popular 4-wire SPI interface.

Serial Peripheral Interface (SPI) is an interface bus commonly used to send data between
microcontrollers and small peripherals such as shift registers, sensors, and SD cards. It uses
separate clock and data lines, along with a select line to choose the device that the user

wishes to talk to.

External pins are available to perform SPI operations as listed below:
GPIO_14 ===>SPI_MISO

GPIO_15 ===>SPI_MOSI
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GPIO_16 ===>SPI_CLK
GPIO_17 ===>SPI_CS
Find the SPI example project from "<sdk_root>/project/aw7698_evk/apps/spi".

Use hal_spi_master_config_t structure to configure SPI parameters like bit order slave

port, clock frequency, clock phase and clock polarity.
hal_spi_master_config t SPI_config;

spi_config.bit_order = HAL_SPI_MASTER_LSB_FIRST;
spi_config.slave_port = HAL_SPI_MASTER_SLAVE_0;
spi_config.clock_frequency = 1000000;

spi_config.phase = HAL_SPI_MASTER_CLOCK_PHASEQ;
spi_config.polarity = HAL_SPI_MASTER_CLOCK_POLARITYO;

Use hal_spi_master_send_and_receive_config_t structure to configure receive and send
parameters like receive data length, send data length, send data buffer and receive data

buffer.

spi_send_and_receive_config.receive_length = 2;
spi_send_and_receive_config.send_length = 1;
spi_send_and_receive_config.send_data = &status_cmd;

spi_send_and_receive_config.receive_buffer = status_receive;

Follow the given steps to customize the project:
Step 1. The program main can be found at
"<sdk_root>/project/aw7698_evk/apps/spi/src/main.c".
Step 2. Call system_init function for clock configuration and required peripherals
initialization.
Step 3. Create the tasks to perform the example project.

Step 4. Configure the structures/unions to set the parameters.
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Step 5. Call the respective Peripheral HAL_init for peripheral configuration and
initialization with structures/unions or enum values found in hal_spi_master.h file.
Step 6. Call the respective SPI Peripheral API functions to perform the task found in
hal_spi_master.h file.

Step 7. Call the respective HAL_deinit Peripheral functions for deinitialization found
in hal_spi_master.h file.

Step 8. Schedule the scheduler to start the tasks.

.....

Note:  Set without_app =1 in main.c.

/

Initialize CLI task to enable user input CLI command from UART port.

Step 9. Follow the procedure to build the project as given in section 2.5.
Step 10. Follow the procedure to flash the code on board as given in section 2.6.

Step 11. Follow the procedure to debug and monitor as given in section 2.7.

3.1.4. 12C Example

This project demonstrates complete procedure to interface externals with 12C of 7698 EVK.
The Inter-Integrated Circuit (I2C) Protocol is a protocol intended to allow multiple
"peripheral” digital integrated circuits ("chips") to communicate with one or more
"controller” chips. Like the Serial Peripheral Interface (SPI), it is only intended for short
distance communications within a single device. It only requires two signal wires to

exchange information.

External pins are available to perform I2C operations as listed below:

GPIO_5 ===>12C_SCL

GPIO_6 ===>12C_SDA

Find the I12C example project from "<sdk_root>/project/aw7698_evk/apps/i2c".
Use hal_i2c_config_t structure to configure I12C frequency setting:

Hal_i2c_config_t i2c_config;
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i2c_config.frequency = HAL_I2C_FREQUENCY_400K;

Follow the given steps to customize the project:

Step 1. The program main can be found at
"<sdk_root>/project/aw7698_evk/apps/i2c/src/main.c".

Step 2. Call system_init function for clock configuration and required peripherals
initialization.

Step 3. Create the tasks to perform the example projects.

Step 4. Configure the structures/unions to set the parameters.

Step 5. Call the respective Peripheral HAL_init for peripheral configuration and
initialization with structures/unions or enum values found in hal_i2c_master.h file.

Step 6. Call the respective 12C Peripheral API functions to perform the task found in
hal_i2c_master.h file.

Step 7. Call the respective HAL_deinit Peripheral functions for deinitialization found
in hal_i2c_master.h file.

Step 8. Schedule the scheduler to start the tasks.

ooooo

Note:
# Initialize CLI task to enable user input CLI command from UART port.

Set without_app =1 in main.c.

Step 9. Follow the procedure to build the project as given in section 2.5.
Step 10. Follow the procedure to flash the code on board as given in section 2.6.

Step 11. Follow the procedure to debug and monitor as given in section 2.7.

3.1.5. LED_BLINK/LED_BREATH

This project demonstrates complete procedure to interface RGB LED of 7698 EVK.

Use the given preconfigured RGB LED, which is connected with BT chip with GPIOs
EX_GPIO_18, EX GPIO_1 and EX_GPIO_15 to perform led_blink/led_breath operations as

listed below:
BSP_LED 0

BSP_LED_1
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BSP_LED_2

Find the led_blink example project from
"<sdk_root>/project/aw7698_evk/apps/led_blink".

Use bsp_led_config_t structure to configure ON, OFF time and repetition of RGB LED.

Follow the given steps to customize the project:

Step 1. The program main can be found at
"<sdk_root>/project/aw7698_evk/apps/led_blink/src/main.c".

Step 2. Call system_init function for clock configuration and required peripherals
initialization.

Step 3. Call bt_create_task function to start BT module.

Step 4. Create the tasks to perform the example project.

Step 5. Configure the structures/unions to set the parameters found in bsp_led.h file.

Step 6. Schedule the scheduler to start the tasks.

.....

Note:
# Initialize CLI task to enable user input CLI command from UART port.

Set without_app =1 in main.c.

For LED control Project call bt_create_task, RGB led is interfaced with BT chip.

Step 7. Follow the procedure to build the project as given in section 2.5.
Step 8. Follow the procedure to flash the code on board as given in section 2.6.

Step 9. Follow the procedure to debug and monitor as given in section 2.7.
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While running the code BT will start and it will display the logs as shown below:

GtkTerm - /dev/ttyUSBO 115200-8-N-1

Configuration Controlsignals View H

B F:

L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L

[l el sl ol

/dev/ttyUSBO 115200-8-N-1 DTR RTS CTS CD DSR

3.2. Networking
3.2.1. Wi-Fi Setup Example (wifi_STA)

This project demonstrates Wi-Fi configuration of MAVID-3M EVK. The Wi-Fi credentials are

configured within the code at compile time or using CLI commands at run time.
The example project is available at "<sdk_root>/project/aw7698_evk/apps/wifi_STA".

Step 1. To configure the Wi-Fi at compile time set PRE_CONFIG to 1 and set the
credentials at "<sdk_root>/project/aw7698_evk/apps/wifi_STA/src/main.c".

#define WIFI_SSID ("ssid")
#define WIFI_PASSWORD ("12345678")
int PRE_CONFIG=1;

Step 2. To configure the Wi-Fi at run time using CLI commands set PRE_CONFIG to 0

at "<sdk_root>/project/aw7698_evk/apps/wifi_STA/src/main.c" (refer to section

3.2.1.1 for CLI commands).
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int PRE_CONFIG=0;
Step 3. Call the system_init for clock configuration and required peripherals
initialization.
Step 4. Follow the procedure to build the project as given in section 2.5.
Step 5. Follow the procedure to flash the code on board as given in section 2.6.
Step 6. Follow the procedure to debug and monitor as given in section 2.7.
Step 7. Once the device is rebooted, Wi-Fi can be configured using CLI commands

(refer to section 3.2.1.1 for CLI commands).

.....

Initialize CLI task to enable user input CLI command from UART port.

3.2.1.1. CLI Commands to Configure Wi-Fi

The following are example CLI commands to configure the Wi-Fi:
1. config write <group_name> <data_item_name> <value>
Write value to data_item_name in specified group_name
e.g.
config write STA Ssid <ssid_name>

config write STA WpaPsk <password>

2. config read <group_name> <data_item_name>
Read value of data_item_name in specified group_name
e.g.

config read STA Ssid
config read STA WpaPsk

3. config show

[t will display all group data items with its value

e.g.:
config show
[common]Opmode: 1
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[

STA]Ssid: <ssid_name>

4. config show <group_name>
It will display specified group data items with it's value
e.g.
config show STA
[STA]Ssid: <ssid_name>

5. config reset
It will reset all group data items with default value provided to it
e.g.:

config reset

6. config reset <group_name>

It will reset specified group data items with default value provided to it

e.g.:
config reset STA

7. To reboot use reboot

e.g. reboot

The following list demonstrate the CLI commands Group names and Data item names:

<group_name> <data_item_name>
common OpMode
common CountryCode
common CountryRegion
common CountryRegionABand
common RadioOff
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<group_name>

<data_item_name>

common DbglLevel
common RTSThreshold
common FragThreshold
common BGChannelTable
common AChannelTable
common syslog_filters
common WiFiPrivilegeEnable
common StaFastLink
STA LocalAdminMAC
STA MacAddr
STA Ssid
STA SsidLen
STA BssType
STA Channel
STA BW
STA wirelessMode
STA BADecline
STA AutoBA
STA HT_MCS
STA HT_BAWinSize
STA HT_GI
STA HT_PROTECT
STA HT_EXTCHA
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<group_name> <data_item_name>

STA WmmCapable
STA ListenInterval
STA AuthMode
STA EncrypType
STA WpaPsk
STA WpaPskLen
STA PMK_INFO
STA PairCipher
STA GroupCipher
STA DefaultKeyld
STA SharedKey
STA SharedKeyLen
STA PSMode
STA KeepAlivePeriod
STA BeaconLostTime
STA ApcliBWAutoUpBelow
STA StaKeepAlivePacket
AP LocalAdminMAC
AP MacAddr
AP Ssid
AP SsidLen
AP Channel
AP BW
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<group_name> <data_item_name>

AP WirelessMode
AP AutoBA
AP HT_MCS
AP HT_BAWinSize
AP HT_GI
AP HT_PROTECT
AP HT_EXTCHA
AP WmmCapable
AP DtimPeriod
AP AuthMode
AP EncrypType
AP WpaPsk
AP WpaPskLen
AP PairCipher
AP GroupCipher
AP DefaultKeyld
AP SharedKey
AP SharedKeyLen
AP HideSSID
AP RekeylInterval
AP AutoChannelSelect
AP BcnDisEn

network IpAddr
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<group_name> <data_item_name>
network IpNetmask
network IpGateway
network IpMode

CLI Wi-Fi Config Example:

GtkTerm - /dev/ttyUSBO 115200-8-N-1

figuration Controlsignals View Help
SG#2

(ifi station port se event handler L: 131]: wifi conn

/dev/ttyUSBO 115200-8-N-1 DTR RTS CTS CD DSR

3.2.2. Wi-Fi Setup with Phone App (wifi_STA_App)

This project demonstrates the Wi-Fi configuration of MAVID-3M EVK using mobile

application and CLI commands.

Find the wifi_STA_App example project at
"<sdk_root>/project/aw7698_evk/apps/wifi_STA_App".

Libre Wireless Technologies Getting Started Guide: Ver. 1.5 Page 46 of 81
LIBRE CONFIDENTIAL



[ I}
L I B I E E MAVID-3M SDK - Getting Started Guide

Follow the given steps to customize the project:

Step 1. The program main can be found at
"<sdk_root>/project/aw7698_evk/apps/wifi_STA_App/src/main.c".
Step 2. Call system_init function for clock configuration and required peripherals
initialization.
Step 3. Create the LibreNetWorklnit task for Mobile Phone Application.
Step 4. Create the ip_ready_task task to get IP for connection.
Step 5. Schedule the scheduler to start the tasks.
Step 6. Follow the procedure to build the project as given in section 2.5.
Step 7. Follow the procedure to flash the code on board as given in section 2.6.
Step 8. Follow the procedure to debug and monitor as given in section 2.7.
Step 9. Once the device is rebooted, the device will enter into setup mode if Wi-Fi
credentials are not pre-configured.
Step 10. If the device has pre-configured credentials, the device can be forced into
setup mode with the following CLI command.
libre keys setup
The device will reboot and enter into setup mode.
Step 11. Once the device is in setup mode, follow the procedure as mentioned in the
section 4 in MAVID-3M EVK - User Guide document to configure Wi-Fi using mobile
application. The mobile application is available at <sdk_root>/tools/apps.

Step 12. Wi-Fi can also be configured using CLI commands (refer to section 3.2.1.1 for

CLI commands).

Initialize CLI task to enable user input CLI command from UART port.
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The example output is as displayed below:

GtkTerm - /dev/ttyUSBO 115200-8-N-1

File Edit Log Configuration Controlsignals View Help

fdev/ttyUsBO 115200-8-N-1 DTR RTS CTS CD DSR RI

GtkTerm - /dev/ttyUSBO 115200-8-N-1

/dev/ttyUSBO 115200-8-N-1 DTR RTS CTS CD DSR RI
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3.2.3. My FirstIoT Example (aws_Publish_Subscribe)

This project demonstrates the AWS Publish Subscribe Example project of MAVID-3M_EVK.
This application is a simple demonstration program which shows how to use the AWS IoT

APIs and start a service running AWS [oT MQTT client.

This application explain user to how to:
1. Connectto AWS IoT proxy via MQTT over TLS.
2. Publish topic to MQTT server.
3. Subscribe topic to MQTT server.
4

Stop connection, disconnect MQTT.

Find the AWS_Publish_Subscribeexample project at
"<sdk_root>/project/aw7698_evk/apps/ AWS_Publish_Subscribe”.

Step 1. The program main can be found at
"<sdk_root>/project/aw7698_evk/apps/aws_Publish_Subscribe/src/main.c".

Step 2. Get AWS IoT certificates from AWS IoT Console and insert the certificates
into "<sdk_root>/project/common/certs_protected /aws_iot_cert_rtos.h".

Step 3. To get the AWS IoT certificate follow section 4.

Step 4. Enable macro #define PUBLISH and #define SUBSCRIBE in
<sdk_root>\project\aw7698_evk\apps\aws_Publish_Subscribe\src\aws_iot_pub_sub
.c, according to requirement, at a time both can be enabled to perform loopback
Publish and Subscribe operation.

Step 5. Update the endpoint URL, thing name, client ID and topic name to
AWS_IOT_MQTT_HOST, AWS_IOT_MY_THING_NAME,
INTEGRATION_TEST_CLIENT_ID and INTEGRATION_TEST_TOPIC macros found in
<sdk-root>\middleware\third_party\aws_iot\include\aws_iot_config.h.

Step 6. Use IoT_Client_Init_Params structure to initialize MQTT parameters.

Step 7. Use loT_Client_Connect_Params structure to initialize connection
parameters.

Step 8. Use IoT_Publish_Message_Params structure to create QOS0 and QOS1 to

Publish message to console.
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Initialize CLI task to enable user input CLI command from UART port.

Step 9. Follow the procedure to build the project as given in section 2.5.

Step 10. Follow the procedure to flash the code on board as given in section 2.6.
Step 11. Follow the procedure to debug and monitor as given in section 2.7.

Step 12. Once the device is rebooted, configure Wi-Fi by following the procedure as

given in Step 11 of section 3.2.2.

Subscribe the topic:
Run the Application, the below logs will be displayed:

GtkTerm - /dev/ttyUSBO 115200-8-N-1

File Edit Log Configuration Controlsignals View Help
[T: 55651 M: common C: info F: iot tls verify cert
ce

55651 M: common C: info F: iot tls verify cert L: 56]: 11s certificate has no flags
58117 M: common C: info F: iot_tls

S Handshake

/dev/ttyUSBO 115200-8-N-1 DTR RTS CTS CD DSR
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From AWS IoT console publish the topic from test as shown below:

§@ AWS loT - Test x ey - - -

< c @ 0 | & amazon.com, e @ n@o e =

aws Services ¥ search for services, features, marketplace products, and docs [Alt+S £\ lotDeveloper @ librecloud ¥  Ohio ¥  Support ¥

Monitor received

Activity 1 - This client will acknowledge to the Device Gateway that messages are

v

Onboard

MQTT payload display

v

Manage

@ Auto-format JSON payloads (improves readability)
» Greengrass Display payloads as strings (more accurate)
Display raw payloads {in hexadecimal)
» Secure
» Defend
Publish
> Act

Specify a topic and a message to publish with a QoS of 0.

sdkTest/sub Publish to topic

software
Settings
Learn

Documentation [F

Feedback  English (US)

Publish:

Run the Application, the below logs will be displayed:

GtkTerm - /dev/ttyUSBO 115200-8-N-1

Log Configuration Controlsignals View Help
M: common C: info F: iot tls verify ce

uk hing.....cau0uas <10>

Publishing............ <9>
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Output logs are as shown below:

/dev/ttyuUSBO 115200-8-N-1 DTR RTS CTS CD DSR

From AWS IoT console subscribe the topic from test as shown below:

@ AWS loT - Test X
&« c @ O a amazon.com . in o e =
aWs  services ¥
Monitor
Activity
» Onboard Subscribe to a topic
Publish
» Manage Publish to a topic Specify a topic and a message to publish with a QoS of 0.
sdkTest/sub Publish to topic
» Greengrass | sdkTest/sub x
» Secure
» Defend
> Act
Software sdkTest/sub  January 12, 2021, 12:48:17 (UTC+0530) Export Hide
Settings
Learn /e cannot display the message as JSON, and are instead displaying it as UTF-8 String.
Documentation [4 hello from SDK QOS1 : 7
sdkTest/sub January 12, 2021, 12:48:17 (UTC+0530) Export Hide

Feedback  English (US) w

3.2.4. 1oT Shadow Example (aws_Shadow)

This project demonstrates the AWS SHADOW example project of the MAVID-3M_EVK. This
application is a simple demonstration program which shows how to use the AWS IoT APIs

and start a service running AWS IoT MQTT client.
This application explain user to how to:
1. Connect to AWS IoT proxy via MQTT over TLS.

2. Create shadow in AWS IoT server via publish some MQTT message.
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3. Update shadow status (five times).
4. Stop connection, disconnect MQTT.
Find the AWS_Shadow example project at "<sdk_root>/project/aw7698_evk/apps".

Step 1. The program main can be found at
"<sdk_root>/project/aw7698_evk/apps/aws_Shadow/src/main.c".

Step 2. Please get AWS IoT certificates from AWS IOT Console, then insert the
certificates into "<sdk_root>/project/common/certs_protected/aws_iot_cert_rtos.h".

Step 3. To get the AWS IoT certificate follow section 4.

Step 4. Update the endpoint URL, thing name, client ID and topic name to
AWS_IOT_MQTT_HOST, AWS_IOT_MY_THING_NAME,
INTEGRATION_TEST_CLIENT_ID and INTEGRATION_TEST_TOPIC macros found in
<sdk-root>\middleware\third_party\aws_iot\include\aws_iot_config.h .

Step 5. Use ShadowlInitParameters_t structure to initialize shadow parameters.

Step 6. Use ShadowConnectParameters_t structure to configure shadow connect
parameters.

Step 7. Use jsonStruct_t structure to configure JSON string.

/

Initialize CLI task to enable user input CLI command from UART port.

Step 8. Follow the procedure to build the project as given in section 2.5.

Step 9. Follow the procedure to flash the code on board as given in section 2.6.
Step 10. Follow the procedure to debug and monitor as given in section 2.7.

Step 11. Once the device is rebooted, configure Wi-Fi by following the procedure as

given in Step 11 of section 3.2.2.
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Run the Application, the below logs will be displayed:

GtkTerm - /dev/ttyUSBO 115200-8-N-1

File Edit Log Configuration Controlsignals View Help

Jdev/ttyUsBO 115200-8-N-1 DTR RTS CTS CD DSR

GtkTerm - /dev/ttyUSBO 115200-8-N-1

/dev/ttyUsBO 115200-8-N-1 DTR RTS CTS CD DSR

Libre Wireless Technologies Getting Started Guide: Ver. 1.5 Page 54 of 81
LIBRE CONFIDENTIAL



R Qe
I B E MAVID-3M SDK - Getting Started Guide

From AWS IoT Console subscribe as per the command given below:

$aws/things/testThing/shadow/update/accepted

@ AWS loT - Test P+

<« Cc 0 a vs.amazon.com - O o e =

Magltor m $aws/things/testThing/shadow/upda Export Clear Pause
Activity
> Onboard Subscribe to a topic Publish
> MaiaGE Publish to a topic Specify a topic and a message to publish with a QoS of 0.
$aws/things/testThing/shadow/update/accepted ‘ Publish to topic ‘
P Greengrass | $aws/things/testThing/sha... X _
» Secure 3 o
» Defend
> Act
Test

" o+ January 12, 2021, 13:40:37
Software
oftware $aws/thlngs/testThlng/shadow/upda...(UTOOBO) TR

Settings
{
Leamn "state": {
Documentation [4 REeporteniE gl
"temperature®: 31,
“windowOpen”: false
}
}.

& C @ 0 a amazon.com w mno®e® =

M
onftor Subscriptions Export Clear Pause

Activity

» Onboard Subscribe to a topic
Publish
» Manage Publish to a topic Specify a topic and a message to publish with a QoS of 0.
$aws/things/testThing/shadow/update/rejected Publish to topic

» Greengrass $aws/things/testThing/sh %
P Secure | $aws/things/testThing/sha... %
» Defend
> Act

Test

Software

Settings

Learn

Documentation [4
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Subscribe:

Run the Application, the below logs will be displayed:

GtkTerm - /dev/ttyUSBO 115200-8-N-1

File Edit Log Configuration Controlsignals View Help
[T: 6316 M: common C: info F: iot tls

/dev/ttyUSBO 115200-8-N-1 DTR RTS CTS CD DSR
From AWS IoT Console publish the topic using the command given below:

$aws/things/testThing/shadow/update and enter the message format as given below:

@ AWS IoT - Test Pl 8 Interacting with shadow X | +

& c O & amazon.com TET 4 N o e =

aws Services ¥ search for services, features, marketplace products, and do [Alt+S] £\ lotDeveloper @ librecloud ¥ Ohio ¥ Support ¥

Monitor received @
1 - This clie ill acknowledge to the Device Gateway that me jes :

Activity

v

Onboard

v

Manage

v

Greengrass

v

Secure

v

Defend

P Act Specify a topic and a message to publish with a QoS of 0.

$aws/things/testThing/shadow/update Publish to topic

Software

Settings

Documentation [4

Feedback  English (US) w c.0 vacy Policy  Terms of Use
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Example 1:
{
“state” : {
“desired” : {
“temprature” : “12”
“dooropen” : “false”
}
}
}
Example 2:
{
"state": {
"desired": {
"switch": "on"
}
}
}
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shadow update accepted or rejected:

@ AWS loT - Test B8 W@ Interacting with shadow x | +
< c @ O & v5.amMazon.com S 24 o I @ &€ =
aws Services ¥ y otDeveloper Ohio ¥  Support ¥
Monitor ] ®
Activity subscribe to a topic
Subscribe
» Onboard Publish to a topic Devices publish MQTT messages on topics. You can use this client to subscribe to a topic
and receive these messages.
» Manage x Subscription topic
B Greengrass . 3 x $aws/things/testThing/shadow/updatefaccepted Subscribe to topic
> Secure Max message capture Info
» Defend 100
B Act Quality of Service Info
et @ 0 - This client will not acknowledge to the Device Gateway that messages are
es
received
1 - This client will acknowledge to the Device Gateway that messages are
Software received
Settings
MQTT payload display
Learn
@ Auto-format JSON payloads (improves readability)
A
Documentation [5 Display payloads as strings (more accurate)
Display raw payloads (in hexadecimal)

The below image indicates how to subscribe update for accepted:

@ AWS loT - Test X
< c @ ©| & ht /s.amazon.com #/test e @ mwemae® =
Q
Monitor @
Activit Subscriptions $aws/things/testThing/shadow/update/accepted Export Clear Pause
Y
» Onboard .
Subscribe to a topic
Publish
» Manage Publish to a topic Spedify a topic and a message to publish with a QoS of 0.
P Greengrass $aws/things/testThing/shadow/update Publish to topic
ings/testThing/shad... ¥
¥ secure I $aws/things/testThing/sha... %X
» Defend
P Act
Test
Software
N N January 12, 2021, 14:18:45
aws/things/testThing/shadow/upda... ' ’ Ex.. H..
Settings $ / gs/ 9/ /up (UTC+0530)
Learn {
"state":
Documentation [4 "desjre;': {
“temperature”: "12"
}
1.
"metadata": {
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The below image indicates subscribe update for rejected:

@ AWS loT - Test P8l W6 Interacting with shadow x | +
<« c @ 0 & amazon.com v @ n O ® =
S t ‘] 1 t o ibrecloud Ohio £
Monitor @
Activit $aws/things/testThing/shadow/update/rejected Export Clear Pause
ctivity
P Onboard N
Subscribe to a topic
Publish
» Manage Publish to a topic specify a topic and a message to publish with a QoS of 0.
P Greengrass $aws/things/testThing/shadew/update/rejected Publish to topic
I $aws/things/testThing/sha... ¥

»

Secure testThing/sha x
» Defend
P Act

Test

ot $aws/things/testThing/shadow/upd... J2"W2" 12 202114336 H

Settings 9 9 P (UTC+0530)

Learn {

I "code": 400,
Documentation “message”: “"Payload contains invalid json®
}
January 12, 2021, 14:13:12
J EX... H...

$aws/things/testThing/shadow/upd...

Feedback  English (US) ¥

3.2.5. LED Control with IoT (aws_Subscribe_led)

This project demonstrates the AWS IoT with LED interface project of MAVID-3M_EVK with
AWS 10T APIs and start a service running AWS IOT MQTT client.

This application explain user to how to:
1. Connect to AWS IoT proxy via MQTT over TLS.
2. Publish topic to MQTT server.
3. Subscribe topic to MQTT server.
4. Stop connection, disconnect MQTT.

Find the AWS_iot_Subscribe_led example project at
"<sdk_root>/project/aw7698_evk/apps".

Step 1. The program main can be found at

"<sdk_root>/project/aw7698_evk/apps/aws_Subscribe_led /src/main.c".
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Step 2. Get AWS IOT certificates from AWS IOT Console, then insert the certificates
into "<sdk_root>/project/common/certs_protected /aws_iot_cert_rtos.h".

Step 3. To get the AWS IoT certificate follow section 4.

Step 4. Update the endpoint URL, thing name, client ID and topic name to
AWS_IOT_MQTT_HOST, AWS_IOT_MY_THING_NAME,
INTEGRATION_TEST_CLIENT_ID and INTEGRATION_TEST_TOPIC macros found in
<sdk-root>\middleware\third_party\aws_iot\include\aws_iot_config.h.

Step 5. Use IoT_Client_Init_Params to initialize MQTT parameters.

Step 6. Use IoT_Client_Connect_Params to initialize connection parameters.

.....

/

Initialize cli task to enable user input cli command from UART port.

Step 7. Follow the procedure to build the project as given in section 2.5.

Step 8. Follow the procedure to flash the code on board as given in section 2.6.
Step 9. Follow the procedure to debug and monitor as given in section 2.7.

Step 10. Once the device is rebooted, configure Wi-Fi by following the procedure as

given in Step 11 of section 3.2.2.

Publish as INTEGRATION_TEST_TOPIC for AWS_IOT_MY_THING_NAME topic and send a
message as a payload to turn ON and turn OFF the LED using AWS IoT console as shown

below.
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Payload turn ON screen:

@ AWS loT- MQTT test clic X Ned

&~ cC (O™} £.aWs.amazon.com 2 < & I @

Jobs MQTT test client

Tunnels
» o You can use the MQTT test client to monitor the MQTT messages being passed In your AWS account. Devices publish MQTT messages that are
reengrass
9 Identified by topics to communicate thelr state to AWS IoT. AWS loT also publishes MQTT messages to Inform devices and apps of changes and
b Secure events. You can subscribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.
» Defend . . . .
Subscribe to a topic Publish to a topic
P Act
Test Topic name
The topic name identif; ge. The me 0ad will be published to this topic with a Qualit
sdkTest/sub
Software
Message payload
Settings
{
Learn “switch": "onf"
Documentation [4 ¥

@ New console experlence » Additional configuration

Tell us what you think

English (US

Payload turn OFF screen:

GRS =C U EEsaL =

&« ¢ @ 0 a Ws.amazon.com e 2 e v In MO & =

Jobs MQTT test client .«

Tunnels
v You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are
reengrass
9 identified by topics to communicate thelr state to AWS loT. AWS IoT also publishes MQTT messages to inform devices and apps of changes and
» Secure events. You can subscribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.
P Defend . . . R
Subscribe to a topic Publish to a topic
B Act
T
rest oplc name
The topic name ide s the message. The mes: yload will be published to this topic with a Quality of Service (QoS) of O
sdkTest/sub
Software
Message payload
settings
{
Learn “switch: "offt
Documentation [4 }

@ New console experience

Tell us what you think

P Additional configuration
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Subscribe the Topic:

Run the Application, the below logs will be displayed:

GtkTerm - /dev/ttyUSBO 115200-8-N-1

File Edit Log Configuration Controlsignals View Help
>1 M: common C: info F:

: info F: fy cert L: ] s certificate has no flags

GtkTerm - /dev/ttyUSBO 115200-8-N-1

s connect L: 294]:

nect L
wnect L:

Jdev/ttyUSBO 115200-8-N-1 DTR RTS CTS CD DSR RI
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3.2.6. Alexa Voice LED Control Example (avs_ledcontrol)

This project demonstrates control of LED using Alexa Voice. It uses Alexa Voice service and
AWS Cloud services (IoT Core, Alexa Smart Home Skills, etc.) to control a LED light using

voice commands.
Find the avs_ledcontrol example project from "<sdk_root>/project/aw7698_evk/apps".

Step 1. The program main can be found at
"<sdk_root>/project/aw7698_evk/apps/avs_ledcontrol/src/main.c".

Step 2. Follow section 5 to setup necessary Cloud Infrastructure.

Step 3. Program the device certificates (refer section 5.3 step 4) onto the device as
shown in section 4.1.

Step 4. Update the AWS_IOT_MQTT_HOST, AWS_IOT_MY_THING_NAME, and
INTEGRATION_TEST_TOPIC macros in

<sdk-root>\middleware\third_party\aws_iot\include\aws_iot_config.h, to the values
as in Skill Lambda (Section 5.2)

#define AWS_IOT_MQTT_HOST "000000000K-ats . lot.us-east-2. amazonaws .com” /f[< Customer specific MQTT HOST.
#define AWS_IOT_MY_THING_NAME "DemoThing"
#define INTEGRATION TEST TOPIC "switch/bulb"

Step 5. Use IoT_Client_Init_Params to initialize MQTT parameters.

Step 6. Use IoT_Client_Connect_Params to initialize connection parameters.

.....

/

Initialize CLI task to enable user input cli command from UART port.

Step 7. Follow the procedure to build the project as given in section 2.5.
Step 8. Follow the procedure to flash the code on board as given in section 2.6.
Step 9. Follow the procedure to debug and monitor as given in section 2.7.
Step 10. To configure Wi-Fi with mobile application, follow the procedure as given in
the section 3.2.2.
Step 11. Login into your Alexa Account and follow the steps to login with Alexa
account given in section 4 in MAVID-3M EVK - User Guide document.
Step 12. Once the device is logged in, utter;
“Alexa, Turn ON LED”
“Alexa, Turn OFF LED”
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Step 13. To control the LED using voice commands.

Subscribe the Topic:

Run the Application, the below logs will be displayed:

GtkTerm - /dev/ttyUSBO 115200-8-N-1

File Edit Log Configuration Controlsignals View Help
[T: 51 M: common C: info F: iot tls ve
ce

GtkTerm - /dev/ttyUSBO 115200-8-N-1

Jdev/ttyUSBO 115200-8-N-1 DTR RTS CTS CD DSR RI
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4.10T Device Provisioning

Follow the steps to provision the device on AWS management console. This includes
creating IoT thing, generating certificates and policies, attaching policies and certificates to

the IoT thing.

Step 1. Visit AWS IoT Core Console and select Manage Things from the left menu,
click Register a thing:

&P aws o7 Q
Monitor % & @
\n\‘\- o
Onboard
N AN
Things p
Types
Thing groups
Billing Groups
Jobs
Tunnels
Greengrass You don't have any things yet
A thing is the representation of a device in the cloud.
Secure
Defend
Act
Test
Step 2. Select Create a single thing:
Creating AWS IoT things
An loT thing is a representation and record of your phyisical device in the cloud. Any physical
device needs a thing record in order to work with AWS loT. Learn more.
Register a single AWS loT thing
Bulk register many AWS loT things
Create things in your registry for a large number of devices already using AWS 10T, or
register devices so they are ready to connect to AWS loT.
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Step 3. Enter your thing’s name in the Name field, scroll down and click Next:

CREATE A THING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.
Name

testThing

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type
No type selected -
Add this thing to a group

Step 4. Click Create certificate:

EATE A THING

Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate Create certificate
authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own.

& Create with CSR

Use my certificate

Get started

Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing

Libre Wireless Technologies Getting Started Guide: Ver. 1.5 Page 66 of 81
LIBRE CONFIDENTIAL



IBRE:

MAVID-3M SDK - Getting Started Guide

Step 5. Download the certificate and both the keys and save them in a safe place. The

user must download the private key and public key as they cannot be retrieved after

you close this page.

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved

after you close this page.

In order to connect a device, you need to download the following:

A certificate for this
thing

A public key

A private key

832e0d81aa.cert.pem Download
832e0d81aa.publickey Download
832e0d81aa.private.key Download

You also need to download a root CA for AWS loT:

A root CA for AWS loT Download

Step 6. Download the root CA.

Step 7. Choose Download and select the appropriate one:

Step 8. RSA 2048 bit key: Amazon Root CA 1 (shown in this example),

OR

ECC 256 bit key: Amazon Root CA 3

aws |

> >

> Developer Guide

English w

Sign In to the Console

AWS loT X

Developer Guide

v

What is AWS loT?

v

Getting started with AWS loT
Core

AWS 10T rules tutorials

v

v

Using the AWS loT device SDKs
on a Raspberry Pi

v

Other AWS loT tutorials

v

Managing devices with AWS loT

v

Tagging your AWS loT resources

4

Security
Security in AWS loT
¥ Authentication
Server authentication
» Client authentication

» Custom authentication

Monanina davica carte

Libre Wireless Technologies

CA certificates for server
authentication

Depending on which type of data endpoint
you are using and which cipher suite you have
negotiated, AWS loT Core server

authentication certificates are signed by one
of the following root CA certificates:

VeriSign Endpoints (legacy)

« RSA 2048 bit key: VeriSign Class 3 Public
Primary G5 root CA certificate 4

Amazon Trust Services Endpoints (preferred)

* RSA 2048 bit key: Amazon Root CA 1[4.

* RSA 4096 bit key: Amazon Root CA 2.
Reserved for future use.

e ECC 256 bit key: Amazon Root CA 3 [2.
« ECC 384 bit key: Amazon Root CA 4.

Getting Started Guide: Ver. 1.5
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Step 9. After making sure you have downloaded private key and public key

(certificate and Amazon root CA), scroll down and click Activate, later click Done

button:
ot
In order to connect a device, you need to download the following: @
A certificate for this
thing 832e0d81aa.cert.pem Download @
A public key 832e0d81aa.public.key Download
A private key 832e0d81aa.private.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loT Download

Cancel Attach a policy

Step 10. Select Secure Policies from left menu and click Create a policy button.

4P Aws 0T

Monitor /\
Onboard

Manage

Greengrass

Secure v

Certificates

Policies

CAs

Role Aliases P

You don't have any policies yet
Authorizers
AWS loT policies give things permission to access AWS loT resources (like other things, MQTT topics,

Defend or thing shadows).
Act
= Sreatespoley
Software
Settings

Step 11. Enter a name for this policy. For example, here we used testPolicy.
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Step 12. In Add Statements, choose Advanced mode, then paste the following policy:

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

iot:*

Effect

B Allow Deny

Add statement

{
"Version": "2012-10-17",

"Statement™: [

{
"Effect”: "Allow",

"Action": "iot:*",
"Resource"; "*"

¥

Note:  Lhis policy grants unrestricted access for all [oT operations and is to be used
only in a development environment. For non-dev environments, all devices
in your fleet must have credentials with privileges that authorize intended actions
only, which include (but not limited to) AWS IoT MQTT actions such as publishing
messages or subscribing to topics with specific scope and context. The specific
permission policies can vary for your use cases. Identify the permission policies that
best meet your business and security requirements. For sample policies, refer to

https://docs.aws.amazon.com/iot/latest/developerguide/example-iot-policies.html

Also refer to https://docs.aws.amazon.com/iot/latest/developerguide/security-best-

practices.html
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Step 13. Choose Add Statement and then Create.

MAVID-3M SDK - Getting Started Guide

Step 14. Click Secure Certificates from left menu. Click three dots menu on your

certificate and click Attach policy:

Certificates

4P Aws loT

Monitor Search certificates

Onboard

832e0d81a
ACTIVE

Manage
Deactivate
Greengrass
Revoke
Secure

Certificates
Policies
CAs

Role Aliases
Attach policy

Attach thing

Authorizers

Defend
Download

Act Delete

Step 15. Select the testPolicy you just created and click Attach:

o
e

Card ~ @

Attach policies to certificate(s)

Policies will be attached to the following certificate(s):

832e0d81aa1fae58fa27844df45d3ec5b7ce2ddbf7d098f6ddb482d8f97af6ec

Choose one or more policies

Search policies

testPolicy

1 policy selected ‘ Cancel ‘m

View

Step 16. Attach the thing to the certificate. Click Secure Certificates from left menu

then click three dots menu on your certificate, and then click Attach thing.

Step 17. Select testThing and click Attach. At this point, your device has been

provisioned with AWS IoT and can begin to communicate.
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4.1. Update Device Certificates

Step 1. Open <sdk_root>\tools\certificate_configuration\PEMfileToCString

.html in web browser.

@ FreeRTOS Developer Demos Cer X +

C @ DyMavid3_loTCore/tools/certificate_configuration/PEMfileToCString.html D » e (+]

PEM to C String Conversion Tool

Select a PEM key or PEM certificate file to be converted into the format required by aws_iot_cert_rios.h

PEM Certificate or Key:

Choose File | No file chosen

@ Display formatted PEM string to be copied into aws_iot_cert_rtos.h

ACO ¢ the key or certificate into the appropriate variable in sak_root/project/common/certs/aws/aws_iof_cert_rtos h file of the test project
Py Y ppropi _ ) _I0L_Cert proj

Copyright @ 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved

Step 2. Choose the public key pem file downloaded and click on Display formatted
PEM string to be copied into aws_iot_cert_rtos.h button.
Step 3. Copy the string contents to AWS_IOT_DEVICE_CERT macro in
<sdk_root>/project/common/certs/aws/aws_iot_cert_rtos.h file.
fdefine AWS_IOT DEVICE_ CERT Mo BEGIN CERTIFICATE-===- W'

"MIIDWJCCAKKgAwWIBAgIVAJuanh/8yusM+UiTJUSZPPbXCF6nMAOGCSGGSIb3DQER\N"Y
"CWUAME0xSzBJBgNVBASMQkFt YXpvbiBXZWIgU2Vydmlj Z2XMgTz1BbWF6b24uyY29t\n"\

Ny 22V MO M2 AA 1 TEATITIAh P holea A A D A ceie 1 T Ta B o T x O AITA DR AacAf 2 T3 1 Y MY
Step 4. Choose the private key pem file downloaded and click on Display formatted
PEM string to be copied into aws_iot_cert_rtos.h button.
Step 5. Copy the string contents to AWS_IOT_PRIVATE_KEY macro in

<sdk_root>/project/common/certs/aws/aws_iot_cert_rtos.h file.

#define AWS_IOT_PRIVATE_ KEY it BEGIN RESA PRIVATE EEY----- \n"\,
"MIIEpAIBARKCAQEASYNzQxUFaMeh7oR3k3nRIXU7ZvEGHgsXERaBFbIsmZ,/ nb+VT\n"\
"ENTZruw AT zOA8n7aMNOVN+E InTL.EFnezMarnin/ HIIETLS 7 en IS rV2vhilrmTyOzabPrfAin ™A

Step 6. Choose the rootCA pem file downloaded and click on Display formatted PEM

string to be copied into aws_iot_cert_rtos.h button.
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Step 7. Copy the string contents to AWS_IOT_ROOT_CA_CERT macro in

<sdk_root>/project/common/certs/aws/aws_iot_cert_rtos.h file.

#define AWS_IOT_ROOT_CA CERT  "--——-—-— BEGIN CERTIFICATE---—- \n"\

"MIIDQTCCRAIimgAWIBAgGITEBmyfz5m/jAc54vB4ikPml j2Zby jANBgkaghkiGOwiBAQsSF AN\
" ADASMQswWCQYDVQQGEWIVUzEPMAOGA1 UEChMGQW1 hemSuMR kwFwYDVQQDEXBBbWF&\n" \
"2 AT I CrrArBEDNCE »MBAY DTE 1 MO TrA S BtaMDB M EAY DTMAMDOE w2 BraMD A M E AL OmE T n ™
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5. AWS Deployment Services

This section explains the process of setting up AWS cloud infrastructure required for Voice
based sample applications. This includes setting up of reference cloud, deployment of a

Smart Home skill and configuring the IoT.
Pre-requisites:

o AWS CDK toolkit

5.1. Deploying Libre Reference Architecture in AWS

This section walks through the usage of AWS CDK (Cloud Development Kit) for deploying
AWS services such as AWS Lambda, AWS [oT Core and AWS Cognito.

Please follow here on how to run cdworkshop_stack.py python code given in <sdk-
root>/aws_infrastructure directory to deploy the necessary infrastructure as per the

reference architecture for voice-based sample application provided in MAVID-3M SDK.

Find test.json and my-lambda-handler.zip files from <sdk-root>/aws-infrastructure and
add it into cdkworkshop directory, which is created for new project in CDK
workshop.Replace cdworkshop_stack.py file with cdworkshop_stack.py file given in <sdk-

root>/aws-infrastructure, and

Add this to setup.py file:

install_requires=|
"aws-cdk.core==1.107.0",
"aws-cdk.aws_iam==1.107.0",
"aws-cdk.aws_sqs==1.107.0",
"aws-cdk.aws_sns==1.107.0",
"aws-cdk.aws_sns_subscriptions==1.107.0",

"aws-cdk.aws_s3==1.107.0",
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//lines to Add
"aws-cdk.aws_iot==1.107.0",
"aws-cdk.aws_cognito==1.107.0",
"aws-cdk.aws_dynamodb==1.107.0",
"aws-cdk.aws_lambda==1.107.0",
"aws-cdk.aws_apigateway==1.107.0",

]

On successful deployment, user should be able to see the below AWS services deployed in

his/her account:

Step 1. AWS Lambda service with reference code:

6]
AWS Lambda X [T
FS— Funetions (1 e ——d [ crate oncton |
Applicatiens
Q 1 @
Functions
¥ Additional resources Function name v Description Package type ¥ Runtime v Code size v Last modified

Code signing configuration
cdworkshop-MyLambdaCCES02FB-FMDMCSzwWRH3W zp Python 3.5 20kB 2 days ago
Layers

¥ Related AWS resources

Step Functions state machines

Figure 5.1-1: AWS Lambda

Step 2. AWS Cognito User pool:

User Pool 0
Your User Pools

demo-userpool

Figure 5.1-2: AWS Cognito
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Step 3. AWS IoT Things and Things policy:

AWS 1T > Thing
Things m

'''''''

Figure 5.1-3: AWS IoT Things

AWS loT x

AWSIeT > Poliie
Policies

Figure 5.1-4: AWS IoT Policies

5.2. Configuration of Smart Home SKill
a) To create smart home skill, follow here

b) Configuring Smart Home Skill:
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BRE:-

Step 1. Copy the Smart home Skill ID:

MAVID-3M SDK - Getting Started Guide

| & English (Us) v ‘
MODELS

ion’ V3 (preferred)
ACCOUNT LINKING 1. Payload version O

v2 (legacy-deprecated; please select v3)
PERMISSIONS

Configure your Endpoint , Setup Account Linking and Start Testing & TEST YOUR SKILL

SAVE

2. Smart Home service endpoint

AWS Lambda ARN
Your Skill ID

amzn1.ask skillb507ecad-8a17-4af8-b136-ccf0316dc663 L) Copy to clipboard

Default endpoint* 2

Figure 5.2-1: Smart Home Screen

Step 2. From the Smart Home Skill Console, Select ACCOUNT LINKING.

Under Security Provider Information, copy Alexa Redirect URLs:

Libre Wireless Technologies

Account Linking

— ——
-

== 1

s

O Auth ode et

Vousr Web Authortzatcn URS

Defaukt Access Token Expiraian Time

Figure 5.2-2: Smart Home Skill Console
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Step 3. Navigate to AWS Lambda. Click Add Trigger:

Lambda Functions mylR

my|R Throttle H Copy ARN H Actions ¥ |

¥ Function overview inro

Description
myIR
v
g Layers ) Last modified
7 days ago

<+ Add trigger -+ Add destination
Function ARN

arm:aws:lambda:us-east-1:750762094766:functio
n:mylR

Code Test Monitor Configuration Aliases Versions

General configuration Triggers (0) Add trigger

Triggers Q Alexa smart Home > | o matches 1

Figure 5.2-3: AWS Lambda

Step 4. Select Alexa smart home kit form the drop down:

1]
®

Lambda Add trigger
Add trigger

Trigger configuration

[a] |

PIY API Gateway
(1] -

services  aws  serverless
~ R
7
O Alexa skills kit
aloa ot
O Alexa Smart Home
alexa ot

Alexa Smart Home

m Application Load Balancer

Figure 5.2-4: Add Trigger Screen
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Step 5. Paste the skill ID in the Application ID and click ADD:

Add trigger

Trigger configuration

Alexa Smart Home
v

Application I
m ! the Alexa section

Lambda will add the necessary permissions for Amazon Alexa to Invoke your Lambda function from this trigger. Learn
nore about the Lambda permissions madel.

@ The Lambda console no longer supports disabling Alexa Smart Home triggers. Delete these triggers to stop
further actions.

Figure 5.2-5: Add Trigger Screen

Step 6. Navigate to AWS Cognito, select Domain Name from the APP Integration
menu. Copy Amazon Cognito domain:

User Pools| Federated Identities

Led

[l ceneraisetngs What domain would you like to use?

Users and groups
b Type a domain prefix to use for the sign-up and sign-in pages that are hosted by Amazon Cognito. The prefix must be unique across the selected AWS
Alrbutes Region. Domain names can only contain lower-case letters, numbers, and hyphens. Learn more about domain prefixes
Policies
MFA and verifications
Advanced security . B

Amazon Cognito domain

Message customizations ) .
Prefixed domain names can only contain lower-case letters, numbers, and hyphens. Learn mor

t domain prefixes

Tags . "
Domain prefix
Devices
o .auth.us-
App clients hetpe:/f|d east-1.amazoncognito.com
Triggers
Analytics
I App integration Your own domain
App client settings This domain name needs to have an associated certificate in A\ ertificate M 7 You also need the ability to add an alias

record to the domain’s hosted zone after it's associated with this user pool. L: it using your own domain

Domain name

Ul customization

Resource servers
I Federation

Identity providers

Figure 5.2-6: AWS Cognito Screen
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Step 7. Navigate to AWS Cognito, select App Clients from General settings menu.

Copy App Client Id and App Client Secret:

I General settings Which app clients will have access to this user pool?

Users and groups
Attributes
Policies

MFA and verifications

The app clients that you add below will be given a unique 1D and an optional secret key to access this user pool.

Advanced security Led

Message customizations
App client id
Tags
Devices
App clients ~
App client secret
Triggers
Analytics
I App integration

App client settings

Refresh token expiration

Domain name ‘ 30 | days and | 0 ‘ minutes
Ul customization Must be between 60 minutes and 3650 days
ResoUrce servers

I Federation Access token expiration

Identiy providers 0 | days and | 60 ‘ minutes

Figure 5.2-7: AWS Cognito Screen

Step 8. Navigate to AWS Cognito, select App Client settings menu from App

Integration. Under callback URLs paste Alexa Redirect URL's from step 2 with comma

separation between the URLs.

In Signout URLs: Append /logout to the domain name that was copied in step 6

Example: https://mavid3.auth.us-east-1.amazoncognito.com/logout

Under Allowed OAuth Scope tick/select the openid checkbox:

Each of your app clients can use diferert ider

App client Led

10 scagalgmanmuizmagjivnsagt
Enabled Identity Providers [ selectal

[ cognito ser ool

I -

‘What identity providers and OAuth 2.0 settings should be used for your app clients?

coviders and DAL 2.0 setings. You must enable at least one identity provider for each app clent

OAuth 2.0

Selact the ©uth floms and scopes anabled for this app
Allowed o Auth Flows

M t ant [ impiicit grant (]

Allowed ©Auth Scopes

Clphone [Jemai [Fopenid [ awscognito signinuseradmin [ profie

Hosted UI

Figure 5.2-8: App Client Settings
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Step 9. From the Smart Home Skill Console, select ACCOUNT LINKING.
In Security Provider Information fill the following details:
a) Your Web Authorization URI
Append/login to the domain name that was copied in step 5

Example: https://mavid3.auth.us-east-1.amazoncognito.com/login

b) Access Token URI
Append /oauth2/token to the domain name that was copied in step 5

Example: https://mavid3.auth.us-east-1.amazoncognito.com/oauth2 /token

c) Your ClientID

Copy the Client ID that was copied in step 5
d) Your Secret

Copy the Client Secret that was copied in step 5
e) Scope

Give outh2 scope as openid

Fill the above details as shown below:

Figure 5.2-9: Account Linking
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5.3. Configuring Device to AWS IoT Core

Step 1. Login to user AWS account and navigate to AWS IoT core.
Step 2. Click Manage and select DemoThing.

Step 3. On the left Tab select Security.

Step 4. Click on Create Certificate and download certificates.

Step 5. Click Activate and Attach a policy respectively:

D som'w 2
AWS loT X
o Certificate created!
S,
» Onboard
v Manage e in  safe place. Cotificates can e retrbeved at any time, but the private and public keys cannot be retrieved
!

Figure 5.3-1: Attach a Policy

Step 6. Select demothingpolicy and click Done:

demathingpalicy

>>>>>>>>

-----

Figure 5.3-2: Add Authorization
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